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MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
(Department of Information Technology)

NOTIFICATION
New Delhi, the 27™ October, 2008

G.5.R. TTB(E}— In exercise of lhe powers conferred by clause (r) of sub-section (2) of
Section 87, read with section 52 of the Information Technclogy Act 2000 (21 of 2000), and in
supersession of Ihe Cyber Regulations Appellate Tribunal (Salary. Allowances and other terms and
conditions of service of Presiding Officer) Rules, 2003, excepl as respecls things done or omitted 1o
be done before such supersession, the Cenlral Government hereby makes the following rules
regulating the terms and conditions of the servica of the Chairperson and Members of the Cyber
Appellate Tribunal, namaly:—

1. Short title and commencement.—(1) These rules may be called the Cyber Appallale Tribunal
ﬁt}:r\n Allowances and Other Terms and Conditions of Service of Chairperson and Members) Rules,

(2} They shall come into force on the date of their publications in the Official Garetie,
2. Definitions.— (1) In these rules, uniess the context otherwise rEquires,—

(a) “Act” means Information Technology Act, 2000 (21 0f 2000):
{b) "Cyber Appellate Tribunal® means the Cyber Appeilate Tribunal established under sub-
saction (1) of section 48 of the At
(e} "Chairperson™ means the Chairperson of the Cyber Appellate Tribunal appointed under
section 49 of the Act;
id) ;I';nl?ﬂbur' means the Member of the Cyber Appellate Tribunal appointed under section 49
the Act;

(2) All other words and exprassions used and not defined in these rules but defined in the Agl
shall have the meanings respectively assigned (o them in the Act,

3. Salary and allowances.— (1) The Chairperson and the Member shall be paid such salary and
allowances, as are admissible to a Secretary to the Government of India. including all the benefits that
a Secrelary is antitled to:
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Provided thal in the case of appointment of a person as the Chairperson or the Member. as
the case may be, who has relired as a Judge of the Supreme Court or a High Court or who has retired
from service under the Central Government or a Stale Govemnment and wha is in receipt of, or has
recafved, or has become entitied to receive any relirement benefits by way of pnsion, gratuity,
employer's contribution to Contributory Provident Fund or other forms of retirement benefits, the pay
of such Chairperson or the Member, as the case maybe, shall be reduced by the groas amount of
pension or employer's contribution to the Contributory Provident Fund or any other form of retirement
benefit, if any, drawn or to be drawn by him: ;

Provided further that in case a retired Judge of a Supreme Court or a High Court is appointed
as the Chairperson or the Member, as the case maybe, the terms and conditions of service of such
Chairperson or Member shall be in accordance with the instructions issued by the Minisiry of Finance
in respect of appointment of Judges to various Tribunals and in consultation with that Ministry

4. Leave.— The Chairperson and the Member shall be entitied to leave as are applicable to the
Secrelary to the Government of Indsa in respect of eamed leave, half pay leave, exiraordinary leave,
commulation of lmave and casual leave,

5. Leave sanctioning authority.— The Secretary, Department of Information Technalogy, Ministry of
Communications and Information Technology, Government of India, shall be the authority competent
io sanction leave to the Chairperson and the Member.

6. Pension or Provident Fund.— (1) In case a serving Judge of the Supreme Court or a High Court
or & member of the Indian Legal Sarvica is appointed to the post of the Chairperson or the Member,
the service rendered In the Tribunal shall count for pension, io be drawn in accordance with the rules
of the service to which he belongs, and he shall also be govemned by the provisions of the General
Provident Fund (Central Services) Rules, 1960,

(2] In all cther cases, the Chairperson and the Member shall be governed by the provision of
the Conftributory Provident Fund (India) Rules, 1962

7. Travelling and daily allowances.— The Chairperson or the Member, as the case may be, while
on tour (including the journey undertaken on the expiry of his term in the Tribunal to proceed to his
home town) shall be entitled to the travelling allowance, daily allowance, transportation of personal
effects and other similar matters at the same rates as are applicable lo the Secretary to the
Government of India. .

8. Leave travel concession.—The Chairperson and the Member shall be entitled to avail keave travel
concession al the same rates as are admissible to the Secretary 1o the Government of India.

9. Facility of conveyance.— The Chairperson and the Member shall be entitled to hire a taxi on
whole time basis In accordance with the rules or orders for the time being in force for hire of taxi by
the Secretary to the Government of India.

10. House rent allowance.—The Chakperson and the Member shall be enfifled to house rend
allowance al the same rale as are, for the time baing, admissible to Group “A° officers of lhe Ceniral
Government drawing equivalent pay and grade pay,

11. Facilities for medical treatment.— The Charperson and the Member shall be antitled to medical
treatment and hospital facililies, as provided in the Central Government Health Scheme Rules, 18954
and in places where the Central Government Health Scheme is not in operation, the said Chairperson
and the Member shall be entitied to the facilities as provided in the Central Services (Medical
Aftendance) Rules, 1944,

12. Oath of office and secrecy.— Every person appointed as the Chairperson or the Member, as the
case may be, shall before entering upon his office, make and subscribe an oalh of office and
gecrecy, in Form | and Form || respecinealy annexed to these rules.
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13. Declaration of financial or other Interest.— Every person, on his appointment as the
Chairperson or the Member, as the case may be, shall give 2 declaration in Form 11l annexad to thess
rules, to the satisfaction of Ihe Central Government, that he does not have any such financial or other

interest as is lkely to affect prejudicially his funclions a3 such Chairpersan or the Membar, as the
case may be.

14. Residuary provision.— Any matter relaling to the conditions of service of the Chairperson and
the Member with respect to which no express provision has been made in these rules shall be as per
the rules applicable to the Group ‘A’ officers of the Central Govemnment drawing equivalent pay and
grade pay.
FORM - |
{See rules 12)

Faorm of Oath of Office for the Chairperson/Members of the Cyber Appellate Tribunal

I hawing been appointed as the ChairpersonfMember (cross ot
portion not applicable) do mmnlyhﬂmmmmlnmmﬁﬁm that | will faithfully and
conscientiously discharge my duties as the ChairpersonMember (cross ouf portion nof applicabie), of
the Cyber Appellate Tribunal, to the best of my ability, knowledge and judgement, without fear of
favour, atfection or dl-will.

Dated:

Place. (Mame of the ChairpersonMember)
CYBER AFFELLATE TRIBUNAL

FORM =1
(Sea rule 12)

Form of Cath of Secrecy for the Chairperson/Mambers of the Cyber Appellale Tribunal

I, . having been eppointed as the Champerson/Member (cross oul portion nod
apﬁmﬂ}mmaﬁmmmummmmﬁGMMIIHIEr‘hﬂidu‘ﬂyw#ﬂmﬂir
communicate or reveal (0 any person or persons any matter which shall ba brought under my
consideration or shall become known to me as the Chairperson/ a Member (cross oul portion mof
applicable), of the Cyber Appellate Tribunal except as may be required for the due discharge of my
duties as the Chairperson a Member ((cross oul portion mol applicabie).

Dated:
Flace: (Name of the Chairperson/Membaer)
CYBER APPELLATE TRIBUNAL

FORM = Iil
(See rule 13)

Declaralion against acquisibon of any adverse financial or other interest

I, . having been appoinied as the ChairpersonMember (cross out porfion nol
appﬁcahh] of Cyber Appuﬂﬂt Tribunal, do solemnly affirm and declare that | do not have, nor shall
have in future any financial or athar intarest which is likely to affect prajudicially my funclioning as the

Chairperson IMember (cross oul portion nol applicalde), of the Cyber Appellate Tribunal.

Dated: {Name of the Chairparson/Member)
CYBER APPELLATE TRIBUNAL

[Mo. S{16)/2004-EC)
M. RAVI SHANKER, Jt Secy.
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NOTIFICATION
New Delhi, the 27" October, 2000

G.8.R. TPE).— In exercise of the powers confemed by clause (s) of sub section (2) of
saction 87, read with subsection (3) of section 54 of the Information Technology Act 2000 {21 of
2000), and in supersession of the Cyber Requlations Appellate Tribunal (Procedure for Invesbgabion
of misbehaviour or Incapacity of Presiding Officer) Rules, 2003, except as respects things done or
omitted 1o be done before such supersession, Central Government hereby makes the following rules,
Py —

1. Short title and commencement.— (1) These rules may be called the Cyber Appellate Tribunal
(Procedure for Investigation of Misbehaviour or Incapacity of Chairperson and Members) Rules, 2009,

(2} They shall come into force on the date of their pubBeation in the Official Gazette,
2 Definitions.— (1) In these rules, unless the context olhenwee requings, —
(a) "Act" means the Information Technology Act 2000 (21 of 2000);

(b} "Chairperson™ meang the Chawperson of the Cyber Appellate Tribunal appointed under
section 49 of the Act;

(b) "Committee” means a Committee constituled under sub=rubg (2) of rule 3,

[c) “Member® means the Member of the Cyber Appellate Tribunal appointed under section 49 of
the Act;

(d) “Tribunal" means the Cyber Appellate Tribunal established under sub-section (1) of section 48
of the Act.

(2) All pther words and expressions used but not defined in theése rules shall have the
meanng respectively assigned to them in the Act

3. Commitiee for Investigaton of complaints,— (1) If a writien complaint. alleging any definibe
charges of misbehaviour or incapacity to perform the functions of the offices in respect of the
Chairperson or the Member, as the case maybe, is received by the Central Government, it shall make
a preliminary scrutiny of such complaint,

(2) i, on preliminary scruting. the Central Gowarnment considers it necessary o investigale inlo the
allegation, it shall place the complaint together with other matenal as may be available, before a
Commitlee consisting of the following officers lo investigate the charges of allegations made in the
complaint, namely :-
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i} the Secretary (Co-ardination and Public Gridvances) in the Cabinat Secretarial, Governmen
of India - Chairman; .

() the Secretary, Department af Informatian Technelegy, Govemmenl of India — Member:

(ii) the Secretary, Depariment of Legal Alairs, Ministry of Law and Justice, Govermment of Indsa
- Mamber.
(3) The Committes shall devise its cwn procedure and method of imvestigation, which may inchede
recording of evidence of the complainant and collection of material under rule 4, which may b
refevant to the conduet of inquiry,

{4) The Commitiee shall subrmit its findings to the President as early o= posaible within @ penod thal
may-be specified by the Pregident in this behalf

{ijhaﬁmhlahHI.h?wdﬂ,mpmmJummm&wmCu.rrlnmmtlidhytm:{:n:f
Justice of India (hereinafter referred to as the Judge) for the purpose of conducting the nguiry

(3) Notice of appointment of the Judge under sub-rule (2) shall be given to the Chaipersan or the
Member, as the case may be.

(4} The President shall forward to the Judge a copy of—

(a) the Irﬁnhufdmgnagainﬂﬂm:hirpumnn or the Mamber, as the case maybe, and the
statement of imputations:

(b) the statement of witresses, if any; and
(=) maternial documents relevant to the ingury.

15) The Judge appointed under sub-rule (2) shall cormplete the inquiry within such tirme or further time
a5 may be spacified by the President

[E) The Chairperson or the Member, az the case maybe, shall be given a reasonable opportunity of
presenting a written stalement of defence within such time as may be specified in this behalf by the
Judge,

{?h\*ﬂumiﬂnmmﬂllh&ﬂhﬁ‘pﬂmnrﬂmhhmhm as the case mayba, is unable 1o discharge
mwmmmnmEHIﬁm-uy-meIulnrphmuiurmmm:ndlhn:hgaﬁmﬂdanm.
the Judge may arrange for the m:ﬁ::ramunuiunnlmchaiparwnur the Member, as the case
may be, by such Medical Baard as marbeappnhudmfmmmnbrmﬁemwlm
Chairpersan or the Mamber, as the case may be, shall submit himself 1o such medical examinabion
wmmnﬁmapedﬂadinmhehlﬂhyﬂm Judge

(B) The Medical Board shall undertake such medical axamination of the Chairparaon or the Member,
as the case may be, as may be considered necessary 1o and submit a repar to the Judge stating
thergin M"Iﬂ’lﬂlfﬂl!Hﬂi-:iniﬂfismtlhmhﬂmlmwlheulm,ﬂmuﬂ

{9) If the Chairperson or the Member, as the case maybe, refuses to unoerge such medical
examination as considered necessary by the Medical Board, the Board shall submel a repod o the
Jtl!ﬂﬂﬂtliﬂﬂmuhhemhmmmcmmmnmhmmnaﬂuuumm. has
mﬁuedmuuﬂmnm:rma.luug-my.mrmﬂwmmmtmuummmﬂhummur
rhulhn‘l:er.nhmumvu.mmmmrﬁﬂwmllmapmrasiawﬂmh
mnrdmgesrdmtunMu{ajﬁmmm. .
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(10) The Judge may, after considering the writen staternent of the Chairperson or the Member, as the
case maybe, and report of the Hudlﬂlﬂmd.ﬂanf,mnduuam:hmmwmmfmeuMh
clause (8) of sub-rule [4) and in such case, the Chairperson or the Member, as the cage maybe, ahall
MgWiMWthmmlﬁthﬂﬂmﬂhmmlddﬂaﬂ

(11) The Central Governmant shall appoint an officer of that Covernmant or an adveeats to present
the case against the Chairpersan or the Mernbar, as the case may be, before the Judge.

{12) Where the Ceniral Government has appointed an advocate to present ils case before the Judge,
the Chairperson or the Member, a:u-nunnmybe.ﬂmlahuhnalnwmmprmmhhmhran
advocate chosen by him.

5. Application of the Departmental Inquiries (Enforcement of Witness and Production of
Documents) Act, 1972 to inquiries under these rules.— The provisions of the Departmental
Inquiries (Enforcemeant of Witness and Rroduction of Documents) Act, 1972 {18 of 1972), shall apply
to the inquiries made under these rules as they apply to deparimental inguines.

6. Powers of Judge.— The Judge shall not be bound by the procedure laid down in the Code of Civd
Procedure, 1908 (5 of 1908) but shall be guided by the princisles of natural justice and shall have
power 1o regulale his own procedure including the fixing of places and times of his inguiry.

7. Suspension of Chairperson or Member.— Motwithstanding anything contained in rule 4, and
wilhout any prejudice to any action being taken in accordance with the said nule, the President,
keeping in view the gravity of charges may suspend the Chairperson or the Member, as the case may
b, of the Tribunal against whorm a complaint is under investigation or inguiry,

8. Subsistence allowance.— The payment of subsistence allowance to a Chairperson or the
Member, as the case may be, under suspension shall be regulated in accordance with the rules and
arders for Ihe time being applicable to a Secretary to the Government of india Belonging to the Indian
Admanistrative Service, "

9. Inquiry Report.— After the conclusion of the investigation, the Judge shall submit his repor to the
President siating therein his findings and the reasons therefor on each of the articles of charges
separately with such observations on the whale case as he thinks fit,

[Mo. B{16M2004-EC]
N. RAVI SHAMKER, Jt Secy.
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THE GAZETTE OF INDIA : EXTRAORDINARY _[Parr . Sec. 3]

NOTIFICATION
New Delhi, the 27™ October, 2009

G.5.R. T80 (E).— In exercise of the powers conferred by clause (y) of sub-section (2) of section
87, read with sub-section (2) of section 69 of the Information Technology Act, 2000 (21 of 2000), the
Central Government hereby makes the following rules, namaly:

1. Short title and commencament.— (1) These rules may be called the Information Technology
{Procedure and Safeguards for Interception, Monitoring and Decryption of Information) Rules, 2009
{2) They shall come into force on the date of their publication in the Official Gazette.

2. Definitions.— In thase rules, unless the context otherwise requires, —

(@) “Act” means the information Technology Act, 2000 (21 of 2000);

(b) “communication” means dissemination, transmiss:on, carmiage of information or signal in some
manner and include both a direct communication and an indirect communication™

(€} ‘“communication link™ means the use of satellite, microwave, radio, lemrestrial line, wire, wireless
or any other communication media to inter-connect computer resource:

(d) “competent authority” means —
(i} the: Secratary in the Ministry of Homa Affairs, in case of the Central Governmenl; or
(ii) the Secretary in charge of the Home Department, in case of 2 State Government or Linion
territory, as the case may ba:

(e} “computer resource” means computer resource as dafined in clause (k) of sub-section (1) of

section 2 of the Act;

(fi  “decryplion” means the process of conversion of infarmalion in non-intelligible form to an
intelligible form via a mathematical formula, code, password or algorithm or a combination
thereof;

(@) “decryption assistance™ means any assistance to -

(i allow access, to the extent possible, to encrypted informaticn: or
{ii} facilitate conversion of encrypled information into an intelligible form;

(h} “decryption directicn™ means a direction issued under rule 3 in which a decryption key holder is

directed to =
(iidisclose a decryption key; or
(i}  provide decryplion assistance in respect of encrypted information

(i} “decryption key" means any key, mathematical formula, code. password, algorithm or any

other data which is used to -
(i) allow access lo encrypled information: or
() facilitate the conversion of encrypled information into an intelligibde form:;

@y  “decryplion key holder” means any person who deploys the decryption mechanism and who is
in possession of a decryption key for purposes of subsequent decryption of encrypted
information relating to direct or indirect communications:

(k) ‘information” means information as defined in clause (v} of sub-section (1} of section 2 of the
Act:

(h  Cintercept” with its grammalical variations and cognate expressions, means the aural or ather
acquisition of the contents of any information through the use of any means, including an
interception device, so as to make some or all of the contents of a information available 1o a
parson other than the sender or recipient er inlended recipient of that communication, and
inclsdes— !

(@) monitoring of any such information by mears of a mgnitoring davice;

{b) viewing, examination or inspection of the contents of any direct or indirect mformation:
and

()  diversion of any direct or indirect informaticn from its inlended destination 1o any other
dastination:

(m) “imerceplion device” means any electronic, mechanical, electro-mechanical, eleclro-magnatic,
optical or other instrument, device, equipment or apparatus which is used or can be used,
whather by itsell or in combination with any other instrument, device. equipment or apparatus,
1o intercept any mformation; and any reference Io an “intercoption device” includes, where
apphcable, a reference to a “monitoring device™

() Cintermediary” means an intermediary as defined in clause (w) of sub-section (1) of section 2 of
the Act;

(8}  “monitor” with its grammatical variations and cognate expressions, includes 1o view or to
inspect or lislen to or record informatian by means of a manitoring device;
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(P}  “monitoring device” means any electronic, mechanical, electro-mechanical, electro-magnetic,
optical or other instrument, device, equipment or apparatus which is used or can be used,
whether by itself in combination with any other instrument, device, equipment or apparalus, to
view or to inspect or fo listen ko or record any information;

(9) ‘Review Committes” means the Review Committer constituted under rule 4194 of Indian
Telegraph Rules, 1851,

3. Directions for interception or monitoring or decryption of any information.— No person shall
carmy out the interception or monitonng or decryption of any information generated, ransmitied, receivad
or stored in any computer resource under sub-seclion (2) of section 69 of the Act, except by an order
issued by the compatent authority: ]

Provided that in an unavoidable crcumstances, such order may be issued by an officer. not
below the rank of the Joint Secrelary to the Government of India, who has been duly authorised by the
competent authority:

Provided further that in a case of emergency- ;
() in remote areas, where oblaining of prior directions for interception or monitoring or
decryption of infarmation is not feasible; or
(iiy for operational reasons, where obtaining of prior directions for interceplion or monitoring or
decryption of any information generaled, transmitted, received or stored In any computer resource
is not feasibie,

the interception or monitoring or decryption of any information generated, transmitted, received or stored
in any computer resource may ba carred oul with the prior approval of the Head or the second senior
most officer of the security and law enforcement agency (hereinafter referred to as the sad security
agency) at the Central level and the officer authorised in this behalf, not below the rank of the Inspecior
General of Police or an officer of equivalent rank, at the Stale or Union territary level:

Provided also that the officer, who approved such interception or moniloring or decryption of
information in case of emergency, shall inform in writing to the competent authority about the emergency
and of such interception or menitoring or decryption within three working days and oblain the approval of
the competent authority therecn within a period of seven working days and if the approval of competent
authority is not obtained within the sald period of seven working days, such interception or monitosing or
decryplion shall cease and the information shall not be intercepted or monitored or decrypled thereafter
without the prior approval of the competent authority,

4. Authorisation of agency of Government.— The compatent authority may authorise an agency of the
Govemment to intercepl, monitor of decrypt information generaled, transmatled, received or siored in any
computer resowrce for the purpose specified in sub-gection (1) of section 88 of the Act,

5. Issue of decryption direction by competent authority. — The competent authority may, under rule 3
give any decryption direction to the decryption key holder for decryption of any information invalving a
compuler resource or part thereof

6. Interception or monitoring or decryption of information by a State beyond its jurisdiction.—
Matwithstanding anything contained in rule 3, if a State Government or Union teritory Administration
requires any interception or monitaring of decryption of infarmation beyond its territorial jurizdiction, the
Secretary in-charge of the Home Department in that State or Union territory, as the case may be, shall
make a request to the Secretary in the Ministry of Home Affairs, Government of Indsa for issuing direction
to the appropriate authorty for such interceplion or moniforing or decryption of information.

7. Contents of direction.— Any direction issued by the competent authority under rule 3 shall contain
reasons for such direction and a copy of such direction shall be forwarded to the Review Committes
within & period of sever warking days.

8. Competent authority to consider alternative means in acquiring infermation.— The competent
authority shall, before issuing any direction under rule 3, consider possibility of acquiring the necessary
information by other means and tha direction under rule 3 shall be issued only when it is not passible to
acquire the imformation by any other reasonable means.
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8. Direction of interception or monitoring or decryption of any specific information.— The direction
nfhhmpﬁmwnmﬂmdmnrdwwﬁunulwmhmnwmm. transmitted, received or stored
hmrwmmﬂ:halmﬂwhm:ﬁmmhmmmmﬁmmymwmumM
or relating to any particular subject whether such informalion or class of information are recaived with
one or more computer resources, or being a computer resource likaly to be used for the genaration,
tranamission, recaiving, mﬁngnfinfmmﬂimﬁ'murtumpummurmnramwmnymnf
premises, as may bé specified or described in the direction.

10. Direction to specify the name and designation of the officer to whom information 1o be
disclosed. — Every directions under rule 3 shall specify thea name and designation of the officer of the
authorised agency to whom the inlercepted or monitored or decrypted or stored information shall be
disclosed and also specify that the use of intercepted ar manitored or decrypled information shall be
subject to the provisions of sub-section (1) of section &8 of the said Act.

11. Period within which direction shall remain in force — The direction for interceplion or monitoning
of decryption shall remain in force, uniess revoked earfier, for a period not exceeding sixty days from the
date of its issue and may be renewed from time to tme for such period nol exceeding the lotal period of
one hundred and aighty days.

1z.mmyt¢mmm.-mwmmwlmm
ImmmlﬂﬂﬂﬂﬂﬁmqmmmmmdﬂlDlﬂﬁut.nntblhwtherwﬂlnfﬂmnﬁmmul
FﬁuwwhMMﬂPdumﬂleuﬂwmmaeqmahnlmrﬁ.mamm
mdhmmmymdlmﬂmmuarmlasruimmepﬂmwmnumﬂ-mmhnm
mmum’ﬂhmmmwmmh—ﬁhmﬂmwmm:

Provided that an officer, not below the rank of Inspector of Police or officer of equivalent rank,
shall deliver the requisition to the designated officer of the intermediary.

13. Intermediary to provide facllities, etc.— (1) The officer issuing the requisition conveying direction
issued under rule 3 for interception or monitaring or decryption of information shall also make a raques
hwrilulnlhudﬂnﬂduﬁmmmhwﬁmhﬁwpmmmﬂrmmmpmﬂd&
all facilities, co-operation and assistance for interceplion or moniloring or decryplion mentioned in the
directions.

{2) On the receipt of request under sub-rule (1), the designated officers of intermediary or person
in-charge of compuler resources. shall provide all facilties, co-operation and assistance for interception
of monitoring or decryption of information mentioned in the direction.

{3]wmwwmﬂmwundumhahlmiﬂwmwuinﬂm
hm&ﬂuihhh‘mﬂmhlmmdwmwhwumnmdlanhummmh
decryption key.

14. Intermediary to designate officers to receive and handle requisition. — Every intermediary or
person in-charge of computer resource shall designate an officer to receive requisition, and another
nﬂwhmnmm.hﬂhmwﬂwhm“mwﬁummmql
informalion generated, transmitted, received or stored in any computer resource.

V18, Wﬂm-—mmmmmmm intermediary or person in-charge
of computer resources shall acknowledge the instructions received by him through letters or fax or &-mail
signed with eleclronic signature to the nodal officer of the concemed agency within two hours on receipt
of such intimation or direction for interception or monitoring or decryption of information.

1I.HMﬂmwmwm.—Mduﬁgnnﬁanufmwm
hmﬂmMmmmmmmmwmiImmmmawhﬁmuﬁmﬂu
mimhmmMﬂnnWMMh,hmlmmmmmmWWhmmm
particulars of parsons, computer resource, e-mail account, website address, etc. whose information has
mm«mwmm.hmandummmmm«ham
bﬂthnWmﬁWﬂMnhnmn&m.mnumWﬂ
coples, including comesponding electronic records of the intercepted or monitored or
anmmmﬂmmwmﬁmmﬁu.hﬂmﬂmmw:
mﬂmnndmhﬂﬁﬂﬂuhnufm%.h:mgmmnﬁngmmmu
duration within which the directions remain in force. :
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17. Decryption key holder to disclose decryption key or provide decryption assistance — N a
dwmhnﬁucﬁmmaWerHmmmmmwﬁmuymmmwdmwﬁm
direction is addressed by the nodal officer referrad to in rule 12, the decryption key holder shall withan the
period mentioned in the decryption direction —

(2) disclose the decryption key; or

(b} provide the decryption assistance,

specified in the decryption direction to the concemed authdrised person,

18. Submission of list of interception or monltering or decryption of information.— (1) The
mmmﬂﬂhimmﬂumm@ﬂmm”mmmmmnm
fifteen days a list of interception or monitoring or decryption authorisations received by them during the
preceding fortnight to the nodal officers of the agencies authorised under rule 4 for confirmation of the
authenticity of such authodsations.

(2) The list refemed 1o in sub-rule (1) shall includes datails, such as the reference and date of
Mdhmmimmﬁrmmmmmﬂm.m
and lime of recaipt of such order and the date and time of implementation of such order,

19. Intermediary to ensure effective check in handling matter of Intarception or monitoring or
decryption of information.— The intermediary or the person in-charge of the computer resource so
directed under rule 3, shall provide technical assistance and the equipment including hardware, software,
firmware, storage, interface and access to the equipment wherever requested by the agency authorised
undarmhuupaﬂmnﬂnghmuﬂmwmwdwmummuimhm purposes ol-

(] ﬂmlnﬂﬂlﬂmnfuq:immﬂufﬂnqmmﬂhﬁudummdhrmpmﬂ
interception or moniloring or dacryplion or accessing stored information in accordance with
directions by the nodal officer; or

1] the maintenance, testing or use of such equiprment; or

] the removal of such equipment; or

{iv) Ihe performance of any action required for accessing of stored information under the direction
issued by the competent authority under rule 3.

20. Intermediary to ensure effective check In handling matter of interception or monitoring or
decryption of information.— The intermediary or person in-charge of computer resources shall put in
place adequate and effective intemal checks to ensure the unauthorised interception of information does
not take place and extreme secrecy is mainlained and utmost care and precaution shall be taken in the
matier of interception or monitoring or decryption of information as it affects privacy of citizens and also
that it is handled only by the designated officers of the intermediary and nougther person of the
miermediary or person in-charge of computer resources shall have access to such intercepled ar
monitored or decrypted information.

ﬂulbumpami:lehlmmﬁmnfmmyamnﬁmandhmummhﬁm_pmmmgm

22. Review of directions of competent authority.— The Review Committes ghall meet al least ance in
two months and record its findings whather the directions izzued under rule 3 are in accordance with the
mmmﬂmL?}nlhnﬁmﬂﬁalha.ﬂmIndwhmmﬁamcmrmﬂetiuullhtnpinm
leHu:ﬁu:ﬂmuﬂndhwdlmwmhpmﬁaimrﬂﬂmdham.ﬂmwmmﬂm
directions and issue order for destruction of the copies, including comesponding elecironic record of the
intercepted or monitored or decrypled information.

23. Destruction of records of interception or monitering or decryption of information.— (1) Every
record, including electronic records peraining to such directions for interception of monitoring or
decryption of information and of intercepted or monitored or decrypted information shall be destroyed by
the security agency in every six months except in a cass where such information is requirgd, or likely 1o
be required for functional requirements.
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(2) Save as otherwise required for the purpose of any ongoing invesligation, criminal complaint
or legal proceedings, the intermediary or person in-change of computer resources shall destroy records
pertaining to directions. for interception of information within a period of two months of discontinuance of
the interception of monitoring of decryption of such information and in doing so they shall maintain
exirame Secracy.

24. Prohibition of interception or monitoring or decryption of information without suthorisation.—
(1) Any pierson who intentionally or knowingly, without authorization under rule 3 or rule 4, intercepis or
atlemipts to intercept, or authorises or assists any other pearson to inercepl or attempls to mtercepl any
information in the course of its cccumence or transmission at any place within India, shall be proceeded
against and punished accordingly under the relevant provisions of the kws for the time being in force,

(2) Any interception, monitoring or decryption of information in computer resource by e
employes of an ntermediary or peérson in-charge of computer resowrca or a person duly authoris=~d by
the mermediary, may be underdaken in course of his duty relaling to the sendces provided by that
intermediary, if such activities are reasonably necessary for the discharge his duties as per the prevaiing
industry practices, in connection with the following matters, namely—

i) instakation of compuler resource or any egquipment to bé used with computer resowce; or
(i} operation or maintenance of computer resource; or

() instaliation of any communication link or software either at the end of the intermediary or
subscriber, or installation of user account on the computer resource of intermediary and tesling of the

same for its functionality,

(i} accessing stored information from compuler rescurce relating 1o the installation, connection or
maintenance of equipment, computer resource or a communication link or code; or

(v) accessing stored information from comgauter resounce for the purpose of —
{a) implementing information security praciices in the computer rescurnce;
(b) determining any security breaches, computer contaminani or compuber virus,
(¢} undertaking forensic of the concemed computer resource as a par of investigation or
internal awdit; or

{wi) accessing or analysing information from a computer resowrce for the purpose of tracing a
computer reSOUMcE OF any person who has contravened, or is suspected of having contravenad or
being likely to contravena, any provision of the Act thal is likely o have an adverse impact on the
senaces provided by the intermediary.
(3) The intermediary of the person in-charge of compuler resource and its employees’ shall
raintain sirict secrecy and confidentiality of infermaton while performing the actions specified under sub-
rule (2).

25. Prohibition of disclosure of intercepted or monitored or decrypted information — (1) The
contents of inlercepled or monitored or stored or decrypted information shall not be used or disclosed by
intermediary or any of its employees or person in-charge of computer resource to any person ather than
the intended recipsent of the said information under rube 10,

_ (2] The contenls of interceptid or monitored or decrypled information shall not be used or
dmluudhyttmagmw:uimmuummihnnrmhnwpnn,ummfuhuﬂigaﬁmmgnm
with other ﬁwmmnwmmFumdmwmwhjuﬁnialpmmﬁm:htmmemmm
court n Ind

{3} Save as otherwise prowided in suberule (2), the contends of intercepted or monitored or
decrypted information shall not be disclosed of reported in public by any means, withaut the prior order of
the competent court i (ndia

{4) Save as otherwise provided in sub-rule (2), strict confidentiality shall be maintained in respect

of direction for interceplion, menitoring or decryplion issued by concemed competent autharity or the
nodal afficers.
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NOTIFICATION
New Delhi, the 27" October, 2009

G.3.R. 781 (E).— In exercise of the powers conferrad by clause (z) of sub-section (2) of section
&7, read with sub-section (2) of section 694 of the Information Technology Act 2000, (21 af 2000}, the
Central Government hereby makes the following rules, namaly:

1. Short title and commencement— (1) These rules may be called the Information Technalogy
{Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2008,
{2) They shall come into force on the date of their publication in the Official Gazette.

2. Definitions.— In these rules, unless the context otherwise requires —
(8) “Act’ means the Information Technology Act, 2000 (21 of 2000);
(b} “computer resource” means computer resource as defined in clause (k) of sub-secticn (1) of
section 2 of the Act:
(e} ‘Designated Officer” means an officer designaled as Designated Officer under rule 3
(d} “Form® means a form appended to these nules:
(e) “intermediary” means an intermediary as defined in clause (w) of sub-section (1) of saction 2
of the Act; :
i “nodal officer” means the nodal officer designated as such under rule 4
(g) “organisation” means -
(i{Ministries or Depariments of the Govermment of India;
(i} state Governments and Union territonies;
(i) any agency of the Central Government, as may be nodified in the Official Gazetle, by
the Cenlral Government;
(h)  “request” means the request for biocking of access by the public any information generated,
tranamitted, received, slofed or hosted in any compuler resource;
() “Review Committee® means the Review Committee constituted under rule 4154 of Indian
Telegraph Rules, 1951,

3. Designated Officer.— The Central Government shall designate by natification in Official Gazetie, an
cfficer of the Central Gevernmenl not below the rank of a Joint Secretary, as the “Designated Officer”, for
the purpose of issuing direction for blocking for access by the pubfic any information generated,
transmitted, received, stored or hosted in any computer resource under sub-section (2) of section GBA of
tha Act. 5

4. Nodal officer of organisation.— Every organisation for the purpose of these rules, shall designate
one of ity oficer as the Modal Officer and shall inlimate the same to the Central Gavermment in the
Department of Information Technology under the Ministry of Communications and Information
Technology, Government of Indis and alsa publish the name of the sakd Nodal Officer on their website

5. Direction by Designated Officer.— The Dasignated Officer may, on receipl of any request from the
Modal Officer of an organisation or a competent courl, by order direct any Agency of the Government or
intermediary to biock for access by the public any information or part thereof generated, ransmitled,
received, stored or hosted in any computer resource for any of the reasons specified in sub-saction (1) of
section 684 of the Act.

&. Forwarding of request by organisation.— (1) Any person may send their complaint 1o the Modal
Officer of the concerned organisation for blocking of access by the public any information generated,
iransmitied, received, stored or hosted in any computer resource:

Provided that any raquest, other than the gne from the Modal Officer of the nrg;anisaliun. shall be
sent with the approval of the Chief Secretary of the concerned State or Union territory o the Designated
Officer:
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Provided further that in case a Unian termory has no Chief Secretary, then, such request may be
approved by the Adviser to the Administrator of that Union tarritory,

(2} The organisation shall examine the complaint recesved under sub-rde (1) to satisfy
themselves about the need for taking of actien in relation 1o the reasons enumerated in sub-section (1) of
section G894 of the Act and afier being satishied, it shall send the request through its Nodal Officer o the
mdgmdUMhhhmmmhMmemmmmumlm

(3} The Designated Officer shall not entertain any complaint or request for blocking of infarmation
directly from any person. '

(4) The request shall be in writing on the Istter head of the respective organisation, complete in all
respacts and may be sent either by mail or by fax or by e-mail signed with electronic signature of the
HNadal Officar:

Provided thal in case the request is sent by fax or by e-mail which is not signed with electronic
signature, the Modal Officer shall provide a signed copy of the request so as to reach the Designated
Dificer within a period of three days of receipt of the request by guch fax or e-mail,

{5) On reeceipt, each request shall be assigned a number alongwith the date and time of its recaipt
by the Designated Officer and ke shall acknowledge the receipt thereof to the Nodal Officer within a
peniod of bwenty four hours of its receipl,

7. Committee for examination of request— The request alongwith the printed sample content of the
alleged offending information oe pan thereof shall be examined by & committes consisting of the
Designated Officer as its chairperson and representatives, nol below the rank of Jomt Secretary in
Ministries of Law and Justice, Home Affairs, Information and Broadcasting and the Indian Computer
Emergency Response Team appointed under sub-section (1) of section 70B of the Act

& Examination of request.— (1) On receipt of request under rule B, the Designated Officer shall make
all reasonable effonts to identify the person or interrmediary who has hosted the infarmation or part thereof
as well as the computer resource on which such informatien or part theareal 15 being hosted and where he

Computer resourcs fo appear and submit thelr reply and clarfications, if any, before the committes
referred 1o in rule 7, at a specified date and tirme, which shall no! be less than forty-eight howrs from the
time of receipt of such notice by such person or intermediary

{2) In case of nan-appearance of such persan or irtermediary, who has been served with the
notice under sub-rule (1), before the committes on such specified date and time, the committes shall give
specific recommendation in writing with respect to the request received from the Nodal Officer, based on
the inforrmation available with the commithes,

(3} In case, such a person or Intermediary, who has been served with the nolice wnder sub-ruls
(1), is a foreign entity or body corporate as identified by the Designated Cdficer, notice shall be sant by
way of letbers or fax or e-mail signed with electronie signalures to such foreign entity or body corporate

(4) The committes referred 12 in rule 7 shall examing the request and printed sarmple information
and consider whether the request is covered within the scope of sub-section (1) of secton 694 of the Act
and that it is justifiable to block such information or part thereof and shall give specific recommendation in
wriling with respect to the request received fram the Nodal Officer

(5) The designated Officer shall submit the recommendation of the committee, in respeéct of the
request for blocking of information alongwith the details sent by the Nedal Officer, 1o the Secratary in the
Department of Information Technology under the Minisiry of Communications and  Information
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Technolegy, Government of India {hereinafier referred to as the “Secretary, Department of Infarmation
Technalagy™),

{8} The Designated Officer, on approval of the request by the Secretary, Deparimemt of
Information Technology. shall direct any agency of the Government or the intermaediary to block the
offending information generated, transmitted, received, stored or hosted in thair computer resource for
public access within the time limit specified in the direction:

Provided that in case the request of the Nodal Officer is not approved by the Secretary,
Depariment of Information Technalagy, the Designated Officer shall convey the same to such Modal
Officer.

9. Blocking of information in cases of emergency.— (1) Notwithstanding anything contained in rules
7 and 8, the Designated Officer, in any case of emergency nature, for which no delay is acceptable, shall
examine the reques! and printed sample information and consider whether the request is within the scope
of sub-section(1) of section 694 of the Act and it is necssary or expedient and justifiable 15 bleck such
information or part thereof and submil the request with specific recommendations in wrting to Secrefary,
Department of Information Technology.

{2) In & case of emérgency nature, the Secratary, Department of Infermation Technology may, if
he is salisfied that it is necessary or expedient and justifiable for blocking for public access of any
information or part thereof through any computer resowrce and after recording reasons in writing, as an
interim measure issue such directions as he may consider necessary to such identified or identifiable
persons or intermediary in contrel of such computer resource hosting such information or part thereof
without giving him an oppeortunity of hearing.

(3] The Designated Officer. at the earliest but not later than forty-eight hours of issue of direction
under sub-rule (2), shall bring the request before the commities referrad to in ruke 7 for 45 consideration
and recommendation.

(4] On receipt of recommendations of committes, Secratary, Depadment of Information
Technology, shall pass the final order as regard to approval of such request and in case the request for
biecking &8 nel approved by the Secretary, Department of Information Technology in his final order, the
interim direction issued under sub-rule (2) shall be revokad and the persen or intermediary in controd of
such information shall be accordingly directed to unblock the infarmation for public accass.

10. Process of order of court for blocking of information.— In case of an order from a compstent
court in India for blocking of any information or part theraof generated, ransmitted, received, stored or
hosled in a computer rescurce. the Degignated Officer shall, immediately on receipt of certifisd copy of
the court order, submit it to the Secretary, Department of Infarmation Technology and iniliate action as
directed by the, court.

11. Expaditious disposal of request — The request received from the Nodal Orificer shall be decided
axpﬂﬂuunlynhlchmﬂuﬁnmﬂhummﬂunummmd:nium the date of receipt of the

request.

12. Action for non-compliance of direction by intermadiary. — In case the intermediary fails to
comply with the direction issuad o him under rule 9, the Designated Officer shall, with the prior approval
of the Secretary, Department of Information Technology, initiate appropriate action as may be required to
comply with the provisions of sub-section (3) of section 694 of the Act

13. Intermediary to designate one person to recelve and handle directions. — (1) Every intermediary
shall designate at least one person to receive and handle the directions for blocking of access by the
public'any information generated, transmilled, received, stored or hosted in any compuler resource under
these rules,
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{(2) The designated person of the Intermediary shall acknowiedge receipt of the directions to the
Desgnated Officer within twa hours on receipt of the direction through acknowledgement letter or fax or
e-mail signed with electronic signatune.

14. Mesting of Review Committes.— The Review Committee shall meet al least once in two months
and record its findings whether the directions issued under these rules are in sccordance with the
provisions of sub-section (1) of section 694 of the Act and if is of the opinion that the directions are not in
accordancs with the provisions referred to above, it may set aside the directions and issue ocder for
unblocking of said information generated, transmitted, received, stored or hosted in a computer resource
"for public access.

15. Maintenance of records by Designated Officer — The Designated Officer shall maintain complete
record of the request received and action laken thereof, in electronic database and also in register of the
cazes of blocking for public access of the information generated, transmitied, received, stored or hosled
in @ compuler resource.

16. Requests and complaints to be confidential.— Strict confidentiality shall be maintained regarding
all the reguests and complaints received and actions laken thereof

FORM
[See rule (2]

A. Complaint

1. Hame of the complainant ; -
(Person who has sent the complaint (o the Ministry/Depanmeant’State Govt /Modal Officer)

2. Addrass
City 2 Pin Code:
1. Telephone  : (prefix STD zode) 4, Fax (f any) :
5. Mabse (if any):
6. Email (il any).

E‘&#h of website/ computer resourcefintermediary! offending Information hosted on the
(Please give details wherever known)

7. URL / web address ;
B. IP Address

8. Hyperlink :
10. ServeriProxy Server address
11. Name of the Intermediary .
12, URL of the Intermadiiny

{(Please attach screensholiprintout of the offending information)

13. Address or location of intermediary in case the intermediary i5 telecom service provider, nehwork
service provider, inlernet service provider, web-hosting service provider and cyber café or other form
of intermediary for which information under polnts (7), (B). (%), (10). (11} and (12} are not available.
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€. Detalls of Regquest for blocking

14. Recommendation/Cormments of the Ministry/Stale Gowt -

15: The level at which the comments/ recommendation have been aporoved
(Pigase specify designation) 2

16. Havw the complaint been examined in Ministry/State Govemment : Y/N

17 1f yes. under which of tha following reasons it falls (please tick):
(finterest of sowereignty or integrity of India -
(i Detence of India
(i)  Security of tha State
{iv} Friendly relations with foreign States
V) Public crder
i) For preventing inciterent to the commission of any cognisable offence relaling io above

D. Details of the Nodal Officer forwarding the complaint alongwith endatic
Ministry/State Govt. and related encloswres i -

. 18. Name of the Nodal Officer:
18. Designation :
20. organisation :
21, Address

Gty : ' Pin Code:

22. Telephona: (prefix STD coda) 23, Fax (if any):

24, Mobilla (if any):

25, Email (if any);

E. Any other information -

F. Enclosures : 1.
2
3
Diate : Place: Signature
(Mo, S(18K2004-EC]
N. RAV] SHANKER, Jt. Sacy
285 5&%‘1‘7 o7—45
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Mew Dalhi, the 27™ Octaber, 2009

 GSR 782 (E)— In exercise of the powers conferred by clause (za) of sub-section (2) of
section 87, read with sub-section (3) of seclion BB of the Information Technology Acl 2000 (21 of
2000). the Cenlral Government hereby makes the following rules, namaly —

1. Short tithe and commencement — (1) These rules may be called the Information Technology
{Procedure and safeguard for Monitoring and Collecting Traffic Data o Infarmation) Rules, 2009
(2] They shall come into force on the date of their publication in the Official Gazelte.

2. Definitions.— In these rules, unless the conbext otherwise requires, —

fa} “Act” means the infarmation Technology Acl, 2000 (21 of 2000);

(b) “communication” means dissemination, fransmission, camage of information or signal in some
manner and nchude both a girect communication and an indirec] communication:

lc) “communication link™ means the use of satellite, microwave, radio, terresirial line, wire, wirsless
of any other communication media to inter-connec! computer resource:

(d} “compelent authority” means the Secretary to the Govamment of India in the Depariment of
Information Technology under the Ministry of Communications and Information Technalogy:

(8] “compuler resource” means computer resource as defined in clause (k) of sub-soction (1} of
saction 2 of the Act;

{n “cyber secunly incident” means any real or suspected adverse event in relation to cyber security
that violales an explicitly or implicilly appiicable securily policy resuling in unauthorized access,
denial of service/ disruption, unauthorised use of 8 computer resource for processing o slorage
of infermation or changes to data, information withou! authorisation:

(g} “cyber security breaches™ means unauthofised acquisilion or unauthorised use by a person of
data or information that compromises the confidentiality. integrity or availability of infarmation
mainiained in a compuier resource;

(h) Sinformation™ means information as defined in clause (v) of sub-section (1) of secion 2 of the

At

iy “mnformation security praclicés™ means implementation of security policies and standards in
order to minimize the cyber security incidents and breaches:;

L]} ;:Tlav' means an inlermediary as defined in clause (w) of sub-section (1) of section 2 of

(k) “monitor™ with ils grammatical vanations and cognate expressions, includes to view ar inspect o
record of collect traflic data or information generated, transmitted, received or siored in a
compater resource by means of a monitoring devics;
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in nmrtumg device™ means any electronic, mechanical, elemmtchmmal elﬂ:tm-nmhn
optical or other instrument, device, equipment or apparatus which is used or can be used,
whelther by itself in combination with any other instrument, device, equipment or apparalus, to
wigw o Inspect or recond or collect traffic data or information;

(m) “port” or “application port” means a set of software rules which identifies and permits
communication between application lo application, network 1o network, computer to compater,
computer syslem o compuler system:

(n) "Review Commillee” means the Review Cmmﬂtlu constituted under rule 4194 of the Indlan
Telegraph Rules, 1951;

(0} “security policy” means documentied busmness rules and processes for protecting information
and Ihe computer resource;

{p) “traffic data” means traffic dala as defined in Explanation (i) 19 section 686 of the At

3. Directions for monitoring — (1) Mo directions for monitoring and collection of iraffic data or
information under sub-section (3) of section 898 of the Act shall be issued, except by an order made by
the competent authority,
(2] The competent authority may issue directions for monitoring for any or all of the following
purposes redated to cyber security, namely:-
(a) forecasting of imminent cyber incidents,
i) monitoning network application with traffic data or information on computer resource;
{c) idenlification ard determination of viruses or computer conlaminant;
(d) fracking cyber security breaches or cybar security incldents;
(e} tracking computer resource breaching cyber securfity or spreading vinus or computer
contaminants;
(f) identifying or lracking of any person who has breached, or is suspected of having
breached or being Bkely 10 breach cyber security;
(3}  undertaking forensic of the concemed computer resource as a part of imsestigation or
internal awdit of information security practices in the computer resource;
(h) accessing a stored information for enforcament of any provisions of the laws relating to
cyber securily for the time being in force,
(i} any other matier relating to cyber security.

(3} Any direction issued by the competent authorty under sub-rule (2) shall contain reasons for such
direction and a copy of such direction shall be forwrarded to the Review Committes within a peried of
seven working days.

(4} The direction of the competent authority for monitoring and collection of traffic data or information
may include the monitoring and collection of traffic data or information from any person of class of
persons or relating to any particular subject whather auch traffic data or information, of class of traffic
data or information, are received with one or mone computer resounces, being a computer resource likely
to be used for the generation, transmission, receiving, sloring of traffic data or information from or 10 one
particular person or one of many set of premises.

4. Authorised agency of Governmeni for monitoring and collection of traffic data or
infermation.— (1) The competant authonty may authorise any agency of the government for monitering
and collection of traffic data or information generated, ransmilted, received or stored in any computer

resource

w) The agency authorised by the competent authority under sub-rule (1) shall designate one oF
more nodal officer, not below the rank of the Depuly Segretary to the Government of India, for the
purpose 1o authenticate and send the requisition conveying direction issued under rule 3 lo the
designaled officers of the concerned intermediary or person in-charge of computer resources,

(3) The requisition under sub-rule {2) shall spacify the name and designation of the officer. or the
agency lo whom the monitoned or collected traffic data or information is to be disclosed,

(4) The intermediaries or person in-charge of computer resource shall designate one or more

officers to receive requisition and to handle such requisition from the nodal officer fior monitoring or
caollection of Iraffic data or information.
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(5) The requisiion conveying directions for monitoring shal be conveyed to the designated
officers of the intermediary or person in-charge of computer resources, in writing through letter or fax by
the nodal officer or delivered, (including delivery by email signed with electronic signature), by an officer
not below the rank of Under Secretary or officer of the equivalent rank

(B) The nodal officer issuing the requisition conveying directions for monitoring under sub-rule
{2) shall also make a request in writing to the designated officer of intermediary or person in-charge of
compuler resource for manitoring in sccordance with the format indicated in such reguisition and repor
the same to the officer designated under sub-rule (3).

(T) The nodal cfficer shall also make a request to the officer of intermediary or person in-charge
of computer resource designated under sub-rule (4) to extend all fadlities, co-operation and assistance
in installation, removal and testing of equipment and also enable online access or 1o secure and provide
onkine access to the computer resource for monitoring and collecting traffic data or information,

{8) On receipt of requisition under sub-rule (2) conveying the direction issued under sub-rnule (2)
of rule 3, the designated officer of the intermediary or person in-charge of computer resource designated
under sub-rule (4) shall acknowledge the receipt of requisition by way of letter or fax or slactronically
signed e-mail to the nodal officer within a period of two hours from the time of receipt of such requisibon

(9) The officer of the intermediary or person in-charge of computer resource designated under
sub-rule (4) shall maintain proper records of the requisitions received by him.

(10} The designated officer of the intermediary or person in-charge of computer resource shall
forward in every fiflean days a list of requisition conveying direction for monitoring or collection of traffic
dala or information to the nodal officer which shall include detalls such as the reference and date of
requisition convéying direction of the concerned competent autharily,

5. Intermeadiary to ensure sffective check in handling monioring or collection of traffic data or
information.— The intermediary or parson in-charge of computer resources shall put in place adequale
and effective inlemnal checks o ensure that unauthorised monitoring or collection of iraffic data or
information does nol take place and extreme secrecy is maintained and ulmos! care and precaulion is
taken in the matter of monitoring or collection of traffic data or information as it affects privacy of citizens
and also that this matter is handled only by the designated officer of the intermediary or person in-
charge of compuler rEsoUnce.

&. Responsibility of intermediary, — The intermediary or person in-charge of computer resource shall
be responsible for the actions of their employees also, and in case of violation of the provision of the Act
and rules made thereunder pertaining o maintenance of secrecy and confidentiality of information or
any unauthorised monioring or collection of traffic data or information, the intermediary or person in-
charge of computer resource shall be liable for any action under the relevant provision of the laws for the
tirme being in foroe.

7. Review of directions of compaetent authority. — The Review Committes shall meel at least once in
two months and record its findings whether the directions issued under sub-rule (2) of mule 3 are in
accordance with the provisions of sub-section (3) of secton 508 of the Act and where the Review
Committee is of the opinion that the directions are not in accordance with the provisions referred to
above, it may set aside the directions and issue order for destruction of the copies, including
comasponding alectronic record of the monitored or collected traffic data or information.

8. Destruction of reconds.— (1) Every record, including electronic records pertaining to such directions
for monitoring or collection of traffic data shall be destroyed by the designated officer after the expiry of a
peried of ning months from the receipt of direction or creation of record, whichever is later, except in a
case where the traffic data or information is, or likely to be, required for functional requirements.

(2) Save as otherwise required for the purpose of any ongoing investigation, criminal compilaint
or legal proceedings the intermediary or the person in-charge of computer resource shall destroy
records periaining to directions for monitoring or collection of information within a pericd of six months of
discontinuance of the monitoring or collection of traffic data and in doing so they shall maintain extreme
SBCrecy. .
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8. ﬁdﬂﬂuﬂdmﬂiﬁuﬂnﬂm:ﬂlﬁunﬂhﬂﬂ:#ﬁmhﬁmﬂﬂnnmm
(1) Any parson who, intentionally or knowingly, without authorisation under sub-rule (2] of rule 3 or sub-
rule {1} of rula 4, monitors or collects traffic data or information, or atiempts 1o monstor or collect traffic
data or information, or authorises or assisis any person to monilor or collect traffic data or information in
the cowse of its ocowrmance or iransmission at any place within India. shall be procesded against,
punished accordingly under the relevant provisions of the lanw for the e being in force.

(2) The moniloring or collection of traffic data or information in compuber resource by the employee
of an intermediary or person in-charge of computer resource of a person duly authorised by the
intermediary, may be undertaken in course of his duly relating fo the senvices provided by that
intermesdiary, i such activiies are reasonably necessary for the discharge his duties as per the
pravailing industry practices, in connection with the following matiers, namely .—

() installation of compuber rescurce or any equipment o be used with computer resource; or

() operation or maintenance of COMPULEr resource; or

() installation of any communicalion link or softwane either al the end of the inlermediary or

subscriber, or installation of user account on the computer resource of intermediary and testing
of the same for ite funclionably,

() accessing stored information from computer resource relating to the instaliation, conmection o

maintenance of equipmeni, compuler resource of a communication link or code; or

(v] accessing stored information from computer resource for the purpose of —

(a) implementing information security practices in the computer resource;

(b} determining any security breaches, compuler contaminant or compuler virus,

(c) undertaking forensic of the concemed computer resource as a part of mveshgation or
nbernal audit; or

i) #Coessing of analysing information from a computer resource for the purpose of tracing a

compuier resource of any person who has contravened, or is suspecled of having
contravened or being likely to contravene, any provision of the Act that is likely to have an
adverse impact on the services providcd oy the intermediary.

(3} The intermediary or the person in-charge of computer resource and its employees shall maintain
strict secrecy and confidentiality of information while performing the actions as specified under sub-rule
2).

{4) The details of monitored or collecied traffic data or information shall not be used or disclosed by
intermediary or person in-charge of computer resource or any of its employees to any person other than
the intended recipient of the said information Under sub-rule (2} of rule 4. Any intermediary or s
employees of person in-charge of compuler resowrce who contranvenes the provisions of this rube shall
be proceeded against and punished accordingly under the relevant provisions of the Act or any other
lawr for the time being in force.

10. Prohibition of disclosure of traffic data or information by authorised agency. — The details of
monitored or collected traffic data or information shall not be used or disciesed by the agency authorsed
under sub-nule (1) of rule 4 for any other purpose, excipt for forecasting imminent cyber threats or
general irend of port-wise traffic on Intemet, or general analysis of cyber incidents, or for investigation or
in judicial proceedings before the competent cowrt in India.

11. Maintenance of confidentiality — Save as otherwise provided in rule 10, strict confidentiality shall
be maintained in respect of directions for monitoring or collaction of raffic data or information issued by
the competent authority under these rules.

[Mo. 8(1B)Z004-EC]
N. RAVI SHANKER, Jt. Secy.
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